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Enterprise Risk Management (ERM) Overview 
Tollway ERM Framework
Risk Identification 
Key Areas of Review 
Risk Mitigation Plans
Next Steps 



ERM Overv iew
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What is ERM? 
• A structured, organization-wide approach 

to monitor, identify, assess and manage 
issues and uncertainties that threaten 
fulfillment of our mission, programs and 
operations.

• ERM is an inherent and critical component 
of leaderships strategy development and 
execution, as well as a component of 
Board oversight 



ERM Overv iew
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EVERYONE HAS A ROLE 
• Board  

• Oversight
• Direction 

• Senior Management
• Implement, execute, monitor, report 

• Staff—Roles tailored to position, risk awareness



ERM

6. 
Monitor 

and 
Assure

1. 
Business 

Objectives

2. 
Identify 

and 
Categorize

3. 
Assess and 
Prioritize

4. 
Address 

and 
Prepare

5.
Governance 

and 
Oversight

• Board of Directors
• Audit Committee
• Enterprise Risk Management 

Committee 
• Risk Owners
• Business Liaisons

• Understand preparedness
• Develop mitigation
• Leverage opportunity

• Impact
• Likelihood

• Specific
• Measurable
• Aligned
• Realistic
• Timely

• Service Model
• Operational
• Capital and Infrastructure
• Reputational
• Regulatory and Ethics 

Tol lway  ERM Framework
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• Assess, Monitor, and Audit
• Report and Respond



ERM Overv iew
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ERM Component Board/Committee Senior Management/
ERM Committee

ERM Plan Support/Track Progress Develop and Implement

Risk Tolerance Debate and approve Establish and Manage

Risk Policies Approve and Monitor Develop and Implement

Risk Strategies Debate Approve Monitor Formulate and Execute 

Key Risks Provide input and oversight Manage and Measure

Risk Reporting Monitor and Feedback Analysis and Context



Enterpr ise  Risk  Management
P rocess  Overv iew
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Hold meetings with 
functional leaders to 
identify key risks and 

opportunities.

Perform risk ranking of 
identified risks based on 
inherent likelihood and 

impact. 

Identify risk owners.

Risk owners develop risk 
responses and mitigation 

approaches.

Evaluate the mitigation 
approaches and discuss 

with the steering 
committee.

Communicate risk 
environment and status of 
mitigation plans to Board 

or Committee, as identified 
by management. 



Consolidate 
into business 

area risks

Ident i f i cat ion  of  ERM Risks
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Risk Intelligence Sources
• Senior leaders and business area subject matter experts
• Existing issues management lists
• Strategic  business objectives for department
Risk Consolidation Process
• Identified risks consolidated via business area-specific 

discussions held  
Identification of Enterprise-Level Risks
• Business area-identified risks are aggregated, where 

appropriate, and assessed using likelihood and impact 
criteria

• ERM Committee evaluate and risk rank proposed risks 
• Risk Owners provide mitigation strategies and  prioritize 

for further action/review
• Business areas continue to own risk mitigation plans 

specific to their business 

Identify potential 
risks for further 

discussion 
prioritization by 
business areas

Enterprise-level 
risks prioritized 

for further 
action/review



ERM Management
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• Chief Strategy and Implementation Officer
• ERM Committee
• ERM Liaisons from within the business 

Identify Emerging Risks

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Review Risk Mitigation Plans
January–December

Support Business Planning, Identification of Emerging 
Risks, Annual Reporting Activity

Risk Mitigation Plan Monitoring and Reporting

Chief Strategy and Implementation Officer (Core Lead)

Risk 
Prioritization

Enterprise-
level 

Consolidation 
and 

Prioritization

ERM Risk Documentation, Mitigation Plan 
Developments and Updates



Enterpr ise  Risk  Management
Accompl ishments
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• Established ERM Steering Committee and ERM Charter
• Conducted kickoff meeting and initial training session for ERM Steering Committee 

members
• Conducted interviews with risk owners organization-wide, reviewed pertinent 

documentation and documented key risk themes for inclusion in the ERM Risk Register
• ERM Steering Committee met to discuss key risk themes and assigned the initial risk 

rankings
• Collected and consolidated preliminary mitigation strategies from identified risk owners for 

inclusion in ERM program materials
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Enterpr ise  Risk  Management
Risk  Domains  and Def in i t ions

Service Model

Operational

Capital & Infrastructure

Reputational

Regulatory & Ethics

Service model risks challenge how the Illinois Tollway can adapt to an ever-changing environment while 
being innovative to meet the needs of the public and remain competitive and fiscally sound.  These risks 
impact the relevance of the tolling highways where approaches to commuting, safety, and payments are 
changing.  

Operational risks are related to the potential for inadequate processes, people, and systems that affect an 
organization’s ability to function efficiently and effectively. Operational agility is critical to staying 
competitive, flexible, and relevant as strategies and business models shift.

Capital and infrastructure risks are related to the ability of the Tollway to effectively execute and deliver the 
capital plan and support it’s roadways, which in turn impacts the agency’s financial health and long-term 
sustainability. 

Reputational risks may cause negative implications surrounding relationships, public trust, and perception 
of other stakeholders. Organizations with reputational awareness and control over their increasingly vast 
presence in the media can reduce the risk of damaging a reputation they have spent years building.

Tollway leadership and governance bodies are expected to remain compliant with a growing array of state, 
local, and federal regulations. Failure to meet compliance standards can lead to consequences ranging from 
loss of funding, regulatory findings and penalties, and increased scrutiny from regulators and other 
governing bodies.



ERM P rogram Strength
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• A formal ERM program has been established, which includes an ERM Committee
• Risks have been identified and assessed
• Risk mitigation strategies have been identified
• Internal Audit is part of the ERM Committee 



Next  P hases  of  ERM P rocess
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• Continue to evaluate and assess the current ERM risk universe 
• Continue with reporting formats and ERM Committee meeting cadence
• Utilize key risk indicators to enhance risk monitoring effectiveness
• Ensure sufficient resource allocation to Strategy Department for ERM program and ongoing 

mitigation activities and oversight
• Board formal adoption of the Tollway ERM Program



THANK YOU
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